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RISEBA Risk Management Policy

The RISEBA Risk Management Policy aims to define the fundamental principles,
scope and organisation of risk management at RISEBA.

Risk management is implemented across all areas of RISEBA’s operations, including
the setting and achievement of strategic and operational objectives, the introduction of
change and innovation, decision-making and the implementation of processes.

RISEBA defines risk management as an integral part of strategic management and an
element of the internal control system.

RISEBA uses risk management to analyse risks and their impact, to manage risks
promptly and to protect RISEBA against the impact of significant risks, thereby
promoting informed decision-making and the effective use of resources.

Risk management is aimed at facilitating the implementation of RISEBA’s strategy
whilst minimising future losses arising from potential undesirable events.

The key principles of risk management implemented by RISEBA are:

6.1.  arisk-based approach;

6.2.  timely response;

6.3.  risk management as a cyclical and continuous process;

6.4.  clarity of responsibilities and authorities;

6.5. awareness and involvement of staff and stakeholders;

6.6.  risk assessment and decision-making based on data, information and evidence;

6.7.  regular review of the risk management system, learning from experience and
continuous improvement.

The purpose of risk management is to ensure the identification and assessment of risks
at RISEBA, the determination of the likelihood of risks occurring and their potential
impact on RISEBA’s operations and the achievement of its objectives, as well as the
planning, implementation and review of appropriate risk management, control and
monitoring measures.

As part of the risk identification and assessment process, RISEBA simultaneously
identifies opportunities that may contribute to the achievement of strategic and
operational objectives, organisational development, innovation, operational efficiency
and performance improvement.

RISEBA manages risks in the following categories:

9.1. strategic risks: the economic situation, global trends, political influence,
planning errors, damage to reputation, etc.;

9.2.  financial risks: availability of funding, inadequate financial planning, etc.;
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9.3.  operational risks: staff errors, non-compliance of information technology and
information systems, inadequate or incomplete internal processes, risks
affecting the working environment and external threats;

9.4.  legal/compliance risks: failure to comply with or misinterpretation of regulatory
requirements, personal data protection risks, etc.;

9.5. risks of fraud and breaches of ethical standards;

9.6. project risks: risks associated with the submission, implementation and
sustainability of projects.

RISEBA assesses the impact of risks in terms of their potential effect on the following

areas:

10.1.
10.2.
10.3.
10.4.
10.5.

RISEBA’s financial stability and financial performance;

the achievement of RISEBA’s strategic and operational objectives;
RISEBA’s reputation;

RISEBA’s business continuity and the implementation of processes;

Compliance with regulatory requirements and internal policies.

To ensure a unified and coordinated approach to risk management, the allocation of
risk management responsibilities at RISEBA, the stages involved and the
methodology used in their implementation are set out in the RISEBA Risk
Management Procedure.
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RISEBA Risk Management Procedure

The RISEBA Risk Management Procedure aims to establish a uniform and coordinated
approach to the implementation of risk management at RISEBA, setting out the
allocation of responsibilities, the stages of risk management and the methodology used
in its implementation.

Terminology used in the RISEBA Risk Management Procedure:

13.1.

13.2.

13.3.

13.4.

13.5.

13.6.

13.7.

13.8.

13.9.

13.10.
13.11.

13.12.

13.13.

Risk —the likelihood of an event or events, or circumstances, that may adversely
affect the implementation of RISEBA’s operations or the achievement of its
strategic objectives;

Risk management — a systematic management process implemented to
minimise future losses caused by potential undesirable events;

Risk owner — the head of a structural unit or a person appointed by the Rector
within whose area of responsibility a risk may materialise;

Risk identification — the process of identifying, recognising and describing
risks;

Risk event — one or more potential events or circumstances that may affect
RISEBA'’s operations or the achievement of its strategic objectives;

Risk incident — a risk event that has already occurred and which causes or may
cause adverse consequences for RISEBA’s operations or the achievement of its
objectives;

Risk analysis — the compilation and evaluation of risk-related data, information
and accumulated experience, to determine the impact of a risk and the
probability of its occurrence;

Risk impact — the potential negative consequences of a risk on RISEBA’s
operations and the achievement of its objectives;

Probability of risk — the likelihood of a specific risk materialising within the
next year under current circumstances;

Risk value — the product of the risk impact and the probability of the risk;

Risk level — the magnitude of the risk (assessed according to the risk value),
which helps to determine the need for appropriate action;

Risk map —a methodological tool for determining the risk level corresponding
to the risk value;

Risk register — a document accessible to a restricted group, summarising
information on identified risks, their assessment, necessary risk management
measures, their implementation deadlines and risk owners;
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13.14. Risk management report — an annual report by the Rector to the Board on the
implementation of RISEBA’s risk management system, including the

management of high- and very high-risk risks.

14.  The distribution of responsibilities and powers amongst those involved in risk

management is set out in Figure 1.

STAKEHOLDERS AND THEIR RESPONSIBILITIES
IN THE RISK MANAGEMENT SYSTEM

Stakeholder Responsibilities and authorities

1.  Approves the RISEBA Risk Management Policy.
Governing 2. Reviews and approves the annual RISEBA Risk Management
Board Report and, where necessary, adopts binding decisions.
3. Evaluates the RISEBA risk management system and its effectiveness.
1.  Ensures the development and periodic review of the RISEBA Risk
Management Policy in cooperation with the Management Team.
2. Provides the resources and appropriate authorisations necessary
for the establishment, implementation, maintenance and improvement
Rector of the risk management system.
3. Approves the Risk Register and ensures the implementation and
monitoring of the risk mitigation measures specified therein.
4. Submits the annual RISEBA Risk Management Report to the
Governing Board.
Vb O 1. Reviews the identified risks, their assessments and the defined
[ 8 ] Management risk mitigation measures, evaluating their adequacy and compliance.
&_, Team 2. Decides on the inclusion of risks in the Risk Register.
1. Implements, executes and maintains the risk management system.
2. Maintains and monitors the RISEBA Risk Register.
3. Collects and summarises information on initially identified risks,
their assessments and possible risk mitigation measures, and submits
this for review by the Management Team.
Head of Human 4. Coordinates the work of the Management Team on risk management
Resources and matters and its cooperation with risk owners.
{3} Office (Risk 5. Summarises information on changes in risk assessments and the
Coordinator) implementation of risk mitigation measures.
6. Provides advice and support to the RISEBA management and other
parties involved in risk management on the implementation of
risk management matters.
7. Compiles information for the annual Risk Management Report,
prepares its draft and submits and presents it to the Rector.
1.  Conducts risk assessment and defines risk mitigation measures.
3 2. Implements the risk mitigation measures specified in the RISEBA
@ Risk Owner Risk Register.
3. Monitors and regularly re-evaluates the risks within their area of
responsibility on a daily basis.
1. Identifies risks within their area of responsibility in the risk categories
defined in the RISEBA Risk Management Policy, including by collecting
Hea,d of Str?cmra' information from subordinate employees and/or other relevant
Unit / Project stakeholders.
. Informs the Head of Human Resources an ice about the identifie
Manager 2. Inf he Head of H R d Office about the identified
risks, their initial assessment and possible risk mitigation measures,
and submits the information to the Management Team.
1. Timely informs their direct manager about an incident or potential risk
Employee in th.elr area of work. . . ‘ . '
2. Provides the data and information necessary for risk analysis to their

direct manager and to the Head of Human Resources and Office.

Managing risks.

Creating opportunities.

Figure 1. Distribution of responsibilities and powers within the RISEBA risk

management system.
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15.  The head of a department or project systematically identifies and records risks within
their area of responsibility, taking into account RISEBA’s strategic and operational
objectives, process outcomes, changes and trends in the internal and external
environment, incidents, the results of audits and inspections, as well as information
provided by staff and other stakeholders.

16. Each identified risk is assigned to one of the risk categories set out in RISEBA’s Risk
Management Policy:

16.1.

16.2.

16.3.

16.4.

16.5.
16.6.

strategic risks: the economic situation, security risks, global trends, political
influence, planning errors, damage to reputation, etc.;

Financial risks: availability of funding, inadequate financial planning, etc.;

Operational risks: staff errors, non-compliance of information technology
and information systems, inadequate or incomplete internal processes, risks
affecting the working environment and external threats;

Legal/compliance risks: failure to comply with or misinterpretation of
regulatory requirements, personal data protection risks, etc.;

Risks of fraud and breaches of ethical standards;

Project risks: risks associated with project application, implementation, and
sustainability.

17.  The head of the department or project manager initially assesses each identified risk,
drawing on accumulated experience, information obtained from various sources and
forecasts, on a five-point scale (Figure 2):

17.1. by assigning one of the values for the probability of the risk occurring;

17.2. assigning one of the values for the impact of the risk.

RISEBA RISK ASSESSMENT SCALES

-l'l ASSESSMENT OF RISK LIKELIHOOD @ ASSESSMENT OF RISK IMPACT

NUMERICAL  DESCRIPTION NUMERICAL ~ DESCRIPTION
ScoiE OF T SCORE KEY CHARACTERISTICS ADDITIONAL INDICATORS S OF THE SCORE KEY CHARACTERISTICS
« Asimilar incident has been « Significant financial impact.
« Highly likely to occur; identified at another higher e . :Aallure to achieve ls(ra(eg»c objectives.
z education institution. « Maijor reputational damage.
Q Verylikely | . Expected to occur repeatedy N i « Significant disruption to business continuity / processes.
Wt 3 yosr « No risk mitigation measures it - dsnup : ‘
have been implemented. lery high + Major non-compliance with external or internal regulatory
requirements.
« Asimilar event has been identified « Impact on financial performance.
) at another higher education « Failure to achieve certain strategic objectives.
Q Likely * High probability of occurring institution. « Public attention or criticism.
within a year. o - Soxpe, Bt vikad) ik kg « Disruption to business continuity / processes.
el i High . N liance with external regulatory requi
ARSI Ip that affects decision-making.
« Significant changes have occurred « Potential financial losses exceeding the acceptable level,
in the external environment of including the need for additional activities to rectify errors
« Thereis a realistic possibilit RISESA on wiin RSEBA orone i " . .
(\N) Possible Pt Y of its organisational units during « Delays in achieving certain strategic objectives.
of occurring within a year. e st yon: « Increased public attention or criticism.
G Medium « Repeated complaints about processes.
+ Risk mitigation measures are not P e Witk ey
considered fully sufficient. that may hinder decision-making.
« Occurrence is improbable; « Asimilar event has been identified » Does not hinder the achievement of strategic objectives.
m Unlikely would require a combination at a comparable higher education * Reputational damage at national level may be minimal.
ol HcomEtances institution. « Isolated customer complaints about formal matters.

« Formal breaches of regulatory requirements that do not affect
the quality and compliance of operations.

RISEBA's operations are relatively
stable, and no similar risk has been « Negligible impact on the area of operations.
m Very unlikely * Extremely unlikely to occur. identified in the last year. « Does not hinder the achievement of operational objectives.
« May occur as a result of force « Minor technical inaccuracies in documents.

majeure. Very low « Does not affect the quality and compliance of operations.

o The assessment is carried out on a 5-point scale, where 1 - lowest level, 5 - highest level.

Figure 2. RISEBA risk assessment scales.
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18.  Therisk impact scale is applied to each area separately in accordance with the RISEBA
Risk Management Policy, assessing the impact separately on:

18.1. RISEBA’s financial stability and financial performance;
18.2. the achievement of RISEBA’s strategic and operational objectives;
18.3. RISEBA’s reputation;

18.4. the continuity of RISEBA’s operations and the implementation of its
processes;

18.5. compliance with regulatory requirements and internal standards.

19.  Arrisk value is calculated for each identified risk by multiplying the numerical values
of the risk impact and risk probability (Risk value = Impact % Probability). The risk
level is determined in accordance with the calculated risk value. If the risk impact is
assessed across several impact areas, the overall risk impact assessment is determined
by taking the highest of the assessments obtained for the relevant impact areas.

RISK ASSESSMENT AND RESPONSE

A systematic approach to risk assessment and manaagement

o IDENTIFY THE RISK e ASSESS THE RISK VALUE 0 DETERMINE THE RISK LEVEL o CHOOSE A RESPONSE
Define the risk and =y Multiply the likelihood RN Compare the risk value —_ Select and implement
assess its likelihood L1 by the impact to determine with the risk matrix to determine appropriate risk management

of occurring and impact. the risk value and use the matrix the risk level (see table) measures in line with
to assess the risk level. the risk level.

RISK VALUE MATRIX (Impact x Likelihood) RISK LEVELS AND REQUIRED RISK MANAGEMENT ACTIONS

5 Risk value isk leve Likelihood
Very high 5 10 15
4 A 5 - iEw e - 1, @ veryiow Unlikely Routine monitoring As needed
High | ! 1
” Routine mornitoring / =
i N . 3 3 6 9 12 15 2-4 0 Low Uity preventive measures Asiesded
mpac edium
2 2 4 6 8 10 5-9 Medium Possible rR;U:::gmm MeASUES At least annually
Low
x o . ; Mandatory risk e -
Verglon it 2 3 4 5 10-16 (D) High Likely plerrl o At least biannually
vl L2 M 3 A - o Veryhigh  Verylikely :‘;‘?{‘:’j'e b At least quarterly
ery low ow edium ig ery higl
Likelihood

POSSIBLE RESPONSES TO AN IDENTIFIED RISK

RISK MITIGATION RISK ACCEPTANCE RISK TRANSFER RISK AVOIDANCE

Implement specific actions Accept the risk when the risk % Transfer the risk to third parties, Take decisions to ensure

to reduce the likelihood valua islow and the potential for example by using insurance that RISEBA does not engage
impact on RISEBA's objectives in activities or processes

or impact of the identified risk. and stakiholdarsis not or ou}tsouvcmg certain t
i functions. where significant risks
significant, or when the cost dentified.
of mitigation exceeds areernyled.
the potential benefit.

As a general rule, risks with a very low or low risk level (1-4) are managed through routine monitoring within the RISEBA risk management system.
A risk value of 5 or above is considered a higher risk level, for which risk mitigation measures are required.

- Managing risks.
’.\ RISEBA ‘ People Ideas Impact Creating opportunities.

Figure 3. Calculation and level of the RISEBA value.

20.  Appropriate risk management measures are selected for each risk, depending on the
risk level.

21. In the RISEBA risk management system, a very low or low priority risk level (risk
value 1-4) is considered an acceptable risk level. A risk value of 5 or higher is
considered a risk level that requires management measures to mitigate it.

22, In relation to the management of identified risks, RISEBA has the following possible
courses of action:
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23.

24,

25.

26.

27,

28.

29.

30.

22.1. Risk mitigation — specific actions are implemented to mitigate the identified
risk;

22.2. Risk acceptance — the risk is accepted by RISEBA’s management or the risk
owner, and no actions are taken to mitigate it; for example, this approach may
be adopted for risks with a low impact and a low probability of occurrence.

22.3. Transfer of risk to third parties — the risk is transferred to third parties, for
example, by using the services of an insurance company;

22.4. Risk avoidance — a decision is taken for RISEBA to refrain from carrying out
activities or processes in which the identified risk may arise.

The head of the department or the project manager submits summarised information
on the identified risks and their assessments to RISEBA’s Head of Human Resources
and Administration, who then forwards it to the Management Group for consideration.

If an identified risk or an incident that has occurred may pose a significant or immediate
threat to RISEBA’s operations, the achievement of its objectives, its financial stability,
its reputation or its compliance with regulatory requirements, the immediate line
manager and the RISEBA Risk Management Coordinator, as well as other responsible
persons in accordance with RISEBA’s internal regulatory documents, must be informed
without delay.

Following a significant risk incident, the risk owner, in collaboration with the risk
management coordinator, shall assess the causes and consequences of the incident, the
effectiveness of existing control measures, and the need to establish additional risk
mitigation measures or improve the relevant processes. The results of the assessment
and the lessons learnt from the incident, where applicable, are used to update the Risk
Register and improve the risk management system.

The Risk Register includes risks whose risk value reaches the materiality threshold set
by RISEBA, as well as other risks which the Management Group recognises as material
to the achievement of RISEBA’s objectives.

Once a risk has been included in the Risk Register, the risk owner ensures that the risk
assessment is refined, if necessary, and is responsible for defining and implementing
risk management measures.

The Management Group designates the risk owner and agrees on the risk ratings and
the adequacy and appropriateness of risk mitigation measures.

The Rector reviews, assesses and approves the RISEBA Risk Register and oversees
the implementation of the risk mitigation measures set out therein.

Risk owners ensure that the necessary risk mitigation measures are implemented in
accordance with the approved RISEBA Risk Register, informing the Head of Human
Resources and the Head of Administration of their implementation, including
informing the parties involved and the relevant staff of the risks to which they are
exposed and the measures to be taken to mitigate these risks.
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31.

32.

33.

34.

35.

36.

37.

Following the implementation of significant risk mitigation measures, the risk owner
reassesses the likelihood and impact of the risk and determines the residual risk, which
is recorded in the Risk Register.

The Head of Human Resources and Administration coordinates and monitors the
implementation of risk mitigation measures by compiling information on the
implementation of such measures.

Risk monitoring and review are carried out once a year or more frequently (as required)
in the case of very high-priority risks:

33.1. The risk owner individually reviews the risks within their remit and the
implementation of risk mitigation measures, and informs the Head of Human
Resources and Administration of the results and any changes to the measures,
if necessary;

33.2. The Management Group, when reviewing the RISEBA Risk Register as part of
its strategic oversight, including by assessing the information compiled by the
Head of Human Resources and the Head of Administration regarding newly
identified risks by department or project managers, changes to existing risk
assessments, and the results of monitoring the implementation of mitigation
measures;

33.3.  As part of the risk review, assess trends in risk changes, the results and
effectiveness of the risk mitigation measures implemented, the level of residual
risk, new or potential risks, as well as changes in the internal and external
environment that may affect the achievement of RISEBA’s strategic and
operational objectives.

As a result of risk monitoring and review, the RISEBA Risk Register is updated and
approved by the Rector.

Once a year, as part of the strategic review, the RISEBA Risk Management Review is
prepared, on the basis of which the Rector submits the annual RISEBA Risk
Management Report to the Board. The report includes information on the most
significant and newly identified risks, trends in changes to risk levels, high- and very
high-level risks, the implementation and effectiveness of risk mitigation measures,
residual risks, significant incidents and the lessons learnt from them, as well as the
necessary measures to improve the risk management system.

The Head of Human Resources and Administration ensures that the RISEBA Risk
Register is accessible to risk owners and other staff designated by the Rector. Upon the
recommendation of the Management Group, a decision may be taken regarding the
confidentiality of individual risk management elements.

The Board evaluates the RISEBA Risk Management System and its effectiveness.
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1. Annex — RISEBA Risk Management System

RISEBA RISK MANAGEMENT SYSTEM

A systematic approach to identifying, assessing and managing risks related to the achievement

of strategic goals and‘sustainable success

O}

BOARD RECTOR

Sets the risk management
policy, reviews and approves
the annual risk management
report and, where necessary,
adopts binding decisions.
Evaluates the risk management
system and its effectiveness.

Ensures the development and

periodic review of the risk management
policy in cooperation with the
Management Team. Provides resources
and authorisations, approves the Risk
Register and monitors the implementation
of risk mitigation measures. Submits

the annual report to the Governing Board.

RISK CATEGORIES

Strategic risks
Economic situation, global trends, political
influence, planning errors, reputational damage, etc.
Financial risks

E.@ Availability of funding, inadequate financial
planning, etc.

Operational risks

O:} Staff errors, IT and information system non-compliance,
or internal 2
and external threat risks, etc.

Legal / compliance risks
N with legal requi
incorrect interpretation, personal data pro(ec(von risks, etc.
Fraud and ethics risks
C Risks of fraud and breaches of ethical standards

Project risks
Risks related to project application, implementation

and sustainability.

STAKEHOLDERS INVOLVED IN RISK

Board Rector (a)
& }% Sets the policy, reviews Provides resources, g&%

and evaluates assigns responsibilties,
effectiveness. ensures impiementation
and reporting to the Board

NAGEMENT

Review and
improvement

Regularly review the system,

learn from experience
and enhance.

Implementation
and monitoring
Implement measures
and monitor their
effectiveness.

Management Team 8
Reviews risks, decides L)
on inclusion in the Risk

Register.

a)
8 [°]
R
MANAGEMENT TEAM

e Reviews identified risks, their assessments
and mitigation measures.

e Decides on the inclusion of risks in the Risk Register.

RISK MANAGEMENT PROCESS

n/Q

Risk identification
Identify and describe

and opportunities.

Continuous
and cyclical

b8

Risk mitigation planning
Define and plan mitigation measures
and assign responsibilities.

Risk coordinators @ Risk owners S
Maintains the system, Identifies and assesses risks,
coordinates the Risk Register, implements mitigation

supports and advises measures and monitors
stakeholders. ona daily basis.

e Risk management is integrated into RISEBA's daily operations and supports the achievement

of the organisation's strategic goals.

<= RISEBA

People Ideas

Impact

10

risks and opportunities.

Risk analysis ‘@" Strategic and operational goals

@ L’ﬂ/ﬂ Assess the likelihood
and impact of risks

Risk evaluation
Determine the risk level
and prioritise risks.

Structural unit / project Enplovass
managers

Identify risks, collect
information, and submit

1o the Management Team or potential risks.

Al

RISK OWNER HEAD OF STRUCTURAL UNIT /
Performs risk assessment and 3 ?ROTJECT MAN R s
defines mitigation measures. Identifies risks in their area of responsibility,
Wi i thei including information from subordinates
Mplements mea ures Tuthei aroa and other stakeholders. Informs the
of responsibility and monitors Management Team and submits information
risks on a daily basis. to the Risk Register.

RE

RISK IMP.

@ Financial stability and financial results

ﬁ Reputation

Business continuity and process implementation

Q

(S

Compliance with legal and internal requirements

ANNUAL REPORTING

The annual Risk Management
Report is prepared by the Rector
and submitted to the Board.

It includes key risks, trends,
mitigation measure implementation
and effectiveness, residual risks,
incidents, lessons learned and
improvement measures.

Provide data and information
and report incidents

Managing risks.
Creating opportunities.



RISEBA Risk Management System PL0006-01
2. Annex — Structure of the RISEBA Risk Register
Risk Risk name and Risk Scope of | Related RISEBA | Probabi Impact Risk Risk- Description of | Deadline Risk Monitoring notes Residual risk
ID description, category impact | strategic/operatio | lity of value related risk for owner (existing controls / following
including a nal objective or | occurre activities management | completi additional measures | implementation
description of the process nce actions ng required) of measures
impact, probability actions

of occurrence, and
consequences

11




